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	摘要(中)	自從2016年銀行業發生震驚全台的盜領事件，使我國政府及企業須迫切正視資訊安全防護的重要性，在資安即國安的新施政方針之領導下，強化資安機制與提升資訊安全風險管理，成為企業經營管理階層所需擔負的職責。本研究以我國2006年至2017年的上市櫃公司為樣本，蒐集媒體網路新聞及金管會裁罰案件中的資訊安全事件，探討影響資訊安全事件之決定因素：家族企業、家族持股比例以及董事會成員背景。實證結果顯示：(1)控制型態為家族企業對資訊安全事件的發生呈現負向顯著影響，尤其更不容易發生的事件類型為內部資訊安全事件；(2)高家族持股比例對資訊安全事件的發生呈現負向顯著影響，特別是內部資訊安全事件比外部資訊安全事件更不容易發生；(3)董事會中具有資安背景專長的成員能有效降低資訊安全事件的發生，其中對於減少外部資訊安全事件的發生呈現顯著影響。
	摘要(英)	The banking industry has been shocked by the First bank theft incident in 2016, which has caused the government and companies to urgently address the importance of information security. The government of Taiwan has said that information security is the level of national security, which has raised the security awareness among companies. Information risk management has become the responsibility of the corporate management. This study discusses the determinants of information security breaches: family businesses, family-controlled shareholding and board members background. The study uses the listed and over-the-counter companies in Taiwan from 2006 to 2017 as a sample to collect information security breaches in media network and the Financial Supervisory Commission’s (FSC) penalty cases. The empirical results show that：(1) the impact of the family businesses on the occurrence of information security breaches is negative and significant, and especially lower the possibility to occur internal information security breaches; (2) the impact of high family-controlled shareholdings on information security breaches is negative and significant, and the occurrence of internal information security breaches are less; (3) the board members who specialize in information security can effectively reduce the occurrence of information security incidents, particularly it can reduce the occurrence of external information security breaches significantly.
	關鍵字(中)	
      	  ★ 資訊安全事件
★ 家族企業
★ 持股比例
★ 董事會背景	關鍵字(英)	
      	  ★ Information security breaches
★ Family businesses
★ Family-shareholdings
★ board members background
	論文目次	中文摘要……………………………………………………………………………………….i

英文摘要....................................................................................................................................ii

目錄...........................................................................................................................................iii

表目錄........................................................................................................................................v

壹、    緒論    1

貳、    文獻回顧與假說發展    5

2-1家族企業與資訊安全事件    7

2-2家族持股比例與資訊安全事件    10

2-3董事會成員資訊安全背景    12

參、    研究設計    15

3-1資訊安全事件樣本選取與資料來源    15

3-2家族企業樣本選取與資料來源    18

3-3董事會中具備資安背景成員    20

3-4實證模型    21

肆、    實證結果與分析    27

4.1敘述性統計    27

4.2相關係數    30

4.3迴歸實證分析    33

4.4穩健性測試    38

伍、    研究結論與建議    40

參考文獻...................................................................................................................................43

附錄...........................................................................................................................................53
	參考文獻	毛念劬，1996，家族企業 內部控制之研究-以上市公司為例，東吳大學會計學系研究所碩士論文。

白國銓，2014，家族接班人及其外部經歷、持股比例對營運績效影響：家族企業與非家族企業比較，高雄應用科技大學會計系碩士在職專班碩士論文。

李建然、許書偉與湯麗芬，2008，內部稽核品質與財務報表品質之關聯性，輔仁管理評論，第15卷第3期：33-63。

李震華、沈怡華、翁偉修、高昶易、陳凱迪、董奕君、劉家委與謝耀方，2017，全球資訊安全產業發展趨勢研究，資策會產業情報研究所。

李馨蘋與黃啟倫，2009，股權結構、關係人交易與公司績效。

周行一、陳錦村與陳坤宏，1996，家族企業、聯屬持股與公司價值之研究，中國財務學刊，第四卷第1期(7月)：115-139。

林灼榮、李秀英、彭作奎與施佩雯，2017，集團企業家族控股、董事會組成與企業績效之關聯性-配對法之應用，企業管理學報，第113期：31-60。

林寶人，2010，台灣上市櫃家族企業與公司績效，會計學報，第3卷第1期：53-82。

洪榮華，陳香如與王玉珍，2005，公司內部治理機制與公司績效之關係-股權結構與董事會特性的觀點，輔仁管理評論，第12卷第3期：23-40。

郭翠菱與王志洋，2017，公司治理如何影響家族企業之績效?長期縱貫分析，會計評論，第64期(1月)：61-111。

陳家慧，2000，我國上市公司管理機制與盈餘管理相關性之實證研究，國立政治大學會計研究所未出版碩士論文。

陳振楠、林永修與王瑞祥，2013，資訊安全與法律特訓教材，碁峰出版。

陳雅苓，2011，家族持股、研發投資與公司績效之關係-以台灣電子產業為例，國立高雄第一科技大學財務管理研究所碩士論文。

黃政仁與蔡宛婷，2009，家族企業短視研發投資行為之探討，2009當前會計理論與實務研討會。

楊宛凌，2011，家族企業、財務主管異常更換及產業專家會計師與內部控制缺失之關聯性，中興大學會計學研究所碩士論文。

溫紹群，2017，資安治理三部曲：打造Fin Tech防火牆，勤業眾信通訊月刊一月號：50。

溫惠婷，2017，家族企業接班：專業經理人與家族成員之績效比較，中央大學財務金融學系在職專班碩士論文。

葉銀華，李存修與柯承恩，2002，公司治理與評等系統，商智出版。

詹凱玲，2006，股權結構、董事會組成與公司績效之關係-以家族與非家族企業之角度，銘傳大學會計學系碩士論文。

廖秀梅、李建然與吳祥華，2006，董事會結構特性與公司績效關係之研究-兼論台灣家族企業因素的影響，東吳經濟商學學報第54期(9月)：117-160。

劉坤億與蔡淑美，2004，公司治理，國立台北大學企業管理研究所未出版博士論文。

潘天佑，2012，資訊安全概論與實務第三版，碁峰出版。

鄧玉青，2016，董監事海外學歷背景與公司經營績效關聯性之研究，中興大學財務金融學系碩士論文。

蕭柏毅，2014，資訊安全事件之市場反應，東華大學會計與財務碩士學位學程論文。

Anderson, R. C. and D. M. Reeb. 2003. Founding?family ownership and firm performance: evidence from the S&P 500. The Journal of Finance 58(3):1301-1328.

Aier, J. K., Comprix, J., Gunlock, M. T., & Lee, D. 2005. The financial expertise of CFOs and accounting restatements. Accounting Horizons 19(3):123-135.

Becker, G. S. 1974. A theory of social interactions. Journal of Political Economy 82(6):1063-1093.

Canada, J., Sutton, S. G., & Randel Kuhn Jr, J. 2009. The pervasive nature of IT controls: An examination of material weaknesses in IT controls and audit fees. International Journal of Accounting & Information Management 17(1):106-119.

Carcello, J., Hollingsworth, C., Klein, A., & Neal,T., 2006. Audit committee financial expertise, competing corporate governance mechanisms, and earnings management. Working paper, University of Tennessee.

Chau, G., & Leung, P. 2006. The impact of board composition and family ownership on audit committee formation: Evidence from Hong Kong. Journal of International Accounting, Auditing and Taxation 15(1):1-15

Conner, F., and Coviello, A. 2004. Information security governance:a call to action. National Cyber Security Summit Task Force, USA.

Davidson III, W. N., Xie, B., & Xu, W. 2004. Market reaction to voluntary announcements of audit committee appointments：The effect of financial expertise. Journal of Accounting and Public Policy 23(4):279-293.

Doherty, N. F., & Fulford, H. 2005. Do information security policies reduce the incidence of security breaches：an exploratory analysis. Information Resources Management Journal 18(4):21.

EY. 2018. The cyber threat to TMT companies. EY’s Global information security Survey 2018.

Fazlida, M. R., & Said, J. 2015. Information security：Risk, governance and implementation setback. Procedia Economics and Finance 28:243-248.

Gal-Or, E., & Ghose, A. 2004. The economic consequences of sharing security information. Economics of Information Security:95-104.

Gerry H. Grant, Karen C. Miller, Fatima Alali, 2008 The effect of IT controls on financial reporting, Managerial Auditing Journal 23 (8): 803-823.

Gordon, L. A., & Loeb, M. P. 2002. The economics of information security investment. ACM Transactions on Information and System Security (TISSEC) 5(4):438-457.

Gordon, L. A., Loeb, M. P., Lucyshyn, W., & Sohail, T. 2006. The impact of the Sarbanes-Oxley Act on the corporate disclosures of information security activities. Journal of Accounting and Public Policy 25(5):503-530.

Hsu, C., & Wang, T. 2014. Exploring the Association between Board Structure and Information Security Breaches. Asia Pacific Journal of Information Systems 24(4):531-557.

Hu, Q., Dinev, T., Hart, P., & Cooke, D. 2012. Managing employee compliance with information security policies: The critical role of top management and organizational culture. Decision Sciences 43(4):615-660.

Jensen, M. C., & Meckling, W. H. 1976. Theory of the firm: Managerial behavior, agency costs and ownership structure. Journal of Financial Economics 3(4):305-360.

King report. 2011. The king report on corporate governance.

Lee, J. 2004. The effects of family ownership and management on firm performance. SAM Advanced Management Journal 69(4):46.

Lee, J. 2006. Family firm performance: Further evidence. Family Business Review 19(2):103-114.

Minton, B. A., Taillard, J. P., & Williamson, R. 2014. Financial expertise of the board, risk taking, and performance: Evidence from bank holding companies. Journal of Financial and Quantitative Analysis 49(2):351-380.

Posthumus, S., & Von Solms, R. 2004. A framework for the governance of information security. Computers & Security 23(8):638-646.

Rosenbaum, P. R., & Rubin, D. B. 1983. The central role of the propensity score in observational studies for causal effects. Biometrika 70(1):41-55.

Spanos, G., & Angelis, L. 2016. The impact of information security events to the stock market: A systematic literature review. Computers & Security 58:216-229.

Stoel, M. D., & Muhanna, W. A. 2011. IT internal control weaknesses and firm performance: An organizational liability lens. International Journal of Accounting Information Systems 12(4):280-304.

Tuttle, B., & Vandervelde, S. D. 2007. An empirical examination of COBIT as an internal control framework for information technology. International Journal of Accounting Information Systems 8(4):240-263.

Villalonga, B. & R. Amit 2006. How do family ownership, control and management affect firm value? Journal of Financial Economics 80(2):385-417.

Von Solms, B., & Von Solms, R. 2005. From information security to… business security? Computers & Security 24(4):271-273.

Whitman ME & Mattord HJ. 2011. Principles of Information Security 4th. Course Technology Press.

Willemson, J. 2006. On the Gordon & Loeb Model for Information Security Investment. Workshop on the Economics of Information Security (WEIS), University of Cambridge.

Wu, C.-J. 2007. An Empirical Examination of the Relationships among Independent Directors, Family Ownership and Effectiveness of Internal Control. Doctoral dissertation, Department of Accounting, National Taiwan University. 

Xie, B., Davidson III, W. N., & DaDalt, P. J. 2003. Earnings management and corporate governance:the role of the board and the audit committee. Journal of Corporate Finance 9(3):295-316

Yammeesri, J. and S. Lodh. 2004. Is family ownership a pain or gain to firm performance. Journal of American Academy of Business 4(2):263-270.

Yeh, Y. h., et al. 2001. Family control and corporate governance: Evidence from Taiwan. International Review of Finance 2(1?2):21-48.

Zahra, S. A. 2003. "International expansion of US manufacturing family businesses: The effect of ownership and involvement." Journal of Business Venturing 18(4):495-512.

Zidafamor, E. 2015. The Economic and Organizational Impacts of IT Security Breaches. Retrieved from https://www.researchgate.net/profile/Emmanuel_Zidafamor/publication/283578988_The_Economic_and_Organizational_Impacts_of_IT_Security_Breaches/links/5640c6cb08aec448fa60098c/The-Economic-and-Organizational-Impacts-of-IT-Security-Breaches.pdf (May 25, 2018)
	指導教授	
      	  顏如君(Ju-Chun Yen)
      	 	審核日期	2018-7-25
	推文	
      	  [image: ]facebook   [image: ]plurk   [image: ]twitter   [image: ]funp   [image: ]google   [image: ]live   [image: ]udn   [image: ]HD   [image: ]myshare   [image: ]reddit   [image: ]netvibes   [image: ]friend   [image: ]youpush   [image: ]delicious   [image: ]baidu   
      	 
	網路書籤	
      	  [image: ]Google bookmarks   [image: ]del.icio.us   [image: ]hemidemi   [image: ]myshare   
      	 


  

  











若有論文相關問題，請聯絡國立中央大學圖書館推廣服務組 TEL:(03)422-7151轉57407，或E-mail聯絡
	       - 隱私權政策聲明



	
