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	摘要(中)	資訊安全是一項重要議題，企業藉由佈署不同類型資安設備，期望將防禦縱深最大化，資安盲點最小化。各設備產生的獨立專有日誌格式，不利資安事件的追蹤、分析，常常必須在各個日誌檔中切換、查詢。後雖有日誌伺服器（syslog）和SIEM（Security Information Event Management）的協助，能將各日誌檔統一儲放，甚至彙整並提供統一的查詢介面，但查詢結果多仍以原始日誌紀錄為主，缺乏關聯性與圖形化的產出，某些商業SIEM解決方案，雖提供圖形化的產出，但仍有設備相容性與導入費用過高的問題。此外，亦必須具備資安管理和資料庫背景知識，才能正確查詢到日誌，更遑論企業管理層與一般使用者能自行使用此方案，觀察企業和個人的資安狀態。

本研究使用BI視覺化工具，將個案公司數量龐大且繁雜的資安日誌，建立自動化四階資安儀表板：（1）提供資安管理者資安狀態圖表，便於追蹤分析資安事件；（2）提供管理層掌控企業、部門的資安狀態，對企業資安風險做有效的管控；（3）提供個人資安儀表板，讓員工了解自身的資安健康度，使其提早警覺及早因應。

本研究結果發現，以BI資料視覺化工具自動彙整各設備日誌檔，並產生資安儀表板是可行的。四階資安儀表板也確實能反映企業不同維度的資安狀況。另外，本研究預期資安儀表板的易用性和有用性，可提高企業成員對於資訊安全管理措施的認同感，進而對於個案公司資安政策產生正向的循環。最後，本研究建議個案公司導入syslog或SIEM以統一收集儲存日誌檔，並利用BI視覺化工具，進一步分析企業的資安歷史軌跡，以作為企業資安政策修訂的參考。



關鍵字：BI資料視覺化、資訊安全、日誌
	摘要(英)	Abstract

Information security is an important issue. By deploying different types of security equipment, companies expect to maximize defense depth and minimize security blind spots. The independent proprietary log format generated by each device is not suitable for tracking, analyzing. After the help of the log server (system log) and SIEM (security information event management), the log can be stored and evenly unified, and a unified query interface is provided, but the query results are still based on the original log records. Because of lacking of relevance and graphical output, even some commercial SIEM solutions, while providing graphical output, still have problems with device compatibility and high import costs. In addition, it is necessary to have knowledge of the security management and database background for properly querying with the log. It is difficult for general managers and users use this program to observe the security status of enterprises and individuals.

This study uses the BI data visualization tool to build a four levels automatic asset security dashboard. It provide three functions. (1) Providing a security manager status chart to facilitate the tracking and analysis of the security incident; (2) Providing management to control the security status of enterprises and departments, and effectively control the security risks of enterprises; (3) Providing personal security dashboards to let employees understand their own asset health and safety, so that they can be alert early and respond early. .

Keyword: BI data visualization, Information security,Log
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